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ABSTRACT

It is a normal practice by developers to reuse
components. But reusing of components can cause
a significant security risk, if the components come
from untrusted source, as these components may
behave badly, either by having malicious code in
them or due to negligence on the part of their
creators. We have fine-grained mechanisms, in
.NET framework, for specifying the trust of
software. Permissions are granted based on the
source of software, and where it currently resides
(on the local disk, or in a particular internet zone).
But, these trust guarantees are difficult to manage,
and there is no guarantee that an end-user
receiving a component created by someone else,
will correctly set its trust level. There is a need to
understand the trust levels easily, and through
simple mechanisms, these trust levels should be
applicable both, to already-compiled applications,
and libraries within the .NET framework. This will
ensure that the end-users and software developers
appreciate the work of others, while feeling
guaranteed that this software will not, cause
damage to their systems or leak confidential
information, intentionally or unintentionally. We
show how this could be done taking into
consideration security aspects provided in .NET
framework.

I[.INTRODUCTION

to have numerous vulnerabilities. As a result, gda
number of products had exploitable security holes,
including such widely used programs as MSN
Messenger and Adobe Reader, causing embarrassment
to Microsoft, Adobe and others.

Vulnerabilities in libpng were supposedly acciti,
but in the future there can be cases where backdwor
other vulnerabilities are deliberately planted in
components designed
for reuse. Certain individuals and groups delibsyat
and routinely place malicious code in their freely
available components. In future there could be more
systematic efforts to infiltrate supposedly safed an
reputable repositories. Developers therefore havaut
some extra efforts to protect end users by not only
ensuring that their own modules are developed sgcur
but also by ensuring that reused modules do natecau
any harm to their computer or information. One fuss
way that can be achieved is by reverse engineealing
reused modules; however, this obviously, greatly
reduces the advantages of code reuse, moreover
different types of obfuscation technologies andigo
available in Visual Studio .NET 2005 or as opeuarse
makes reverse engineering very difficult.[2]

We can also take advantage of the existing stack
inspection techniques available in Microsoft's Coomm
Language Runtime (CLR) [3]. We can rewrite .NET
executables and libraries to add specified secuuigs
at command line or through custom developed tools.
These tools if developed should have a set of éasy

Ideally, a software developer should not wastenderstand choices, along with an interface foatimg
time in what have already been developed, rathemstom rules.
be able to grab from a collection of available
modules, use the portions that are relevant to theih RELATED WORKS

and focus their efforts on creating

new Previous works in stopping, or tracing applicas,

functionalities. The promise of object-orientedrying to access, dangerous or nondesired system
systems lies in their promise of code reusaesources or files, has been done for Solaris andxL
Although we have a huge collection of libraries andystems. A system called Janus was proposed for

components in .NET, however,
solution won't be
reusable into

environment.

others introduces a lot of risk [1]. It is a weldwn

the standard

the ultimateSolaris systems [4]. This system would facilitateqess
to put everything possiblytracing, to monitor, if any, untrusted helper apation,
programmingried to access dangerous system calls. But here
Using of components written bymodification of the kernel of the underlying opémgt

system was necessary [5]. To stop unwanted filess;c

fact by now that, component libpng was discoveredicatraz was developed for Linux OS. It provided a
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virtual mirror of the file system, so that any file [
writes did not affect the underlying system.

[11. SECURITY ARCHITECTURE IN NET
FRAMEWORK :
The security architecture of the .NET Framewor]
is composed of a number of core elements
including: ]
« Evidence-based security
e Code access security
» The verification process

. Ro|e_b ased secu r|ty " - Ot assenbise w“...[:.gd :;.Q T” )z.‘:pm.wm
*  Cryptography
» Application Domains Figure 1: Microsoft .NET Security Configuration Tool

The key elements of the .NET Frameworks
evidence-based security subsystem include policy Administrators and users can create permission sets
permissions, and evidence [6]. In essence, .NEANd assign these using the .NET Framework
Framework policy defines what resources code igonfiguration tool (figure 1). Several permissi@vels
executing assemblies may access, preventigge provided by default, including Locallntranet,
software from errantly or maliciously harming thelnternet and FullTrust [7]. By default, assembltaat
integrity of data. And the permissions lie at thetr are located on the local hard drive are given tuit.
of policy. Permissions describe one or mordhis creates a serious problem for redistributing
resources and associated rights, and implemeitrusted code as part of an application, as thaltre
methods for demanding and asserting access. Twél, by default, be
developer may extend these permissions definitiotide end user having given this code full trust.
to include application-defined resources andfurthermore, creating a policy for a particular mied
methods for verifying access rights. Whenever ausing this tool can be tedious, as it involves ngama
assembly (library or executable) is loaded, i¢ode groups, zones, and permission sets. If ndy ful
presents “evidence” to the framework. Thisspecified, the permissions of a particular file ldou

evidence includes items such as: change simply when it is copied to a different éold
« Source of the code (name of web site, Code access security (CAS) is the enforcement engin
URL, directory) that ensures assembly code does not exceed iteedran
« Code signature (hash value, strong nameermissions while execgting on a computer systgm. A
of assembly, publisher certificate) managed pode a§semblles are Ioa}ded for execmw\,_t
«  Custom security object are associated with a corresponding set of peromssi

If a method in an assembly needs permission tosacae
The CLR then uses policy from the domain'@Source, the code providing access to that resomilt
machine, user and application to determine wh&€mand the appropriate permission object. When this
permissions the assembly will have. At each levePccurs, a stack walk is initiated. This checks tath
the set of permissions can be restricted, but ngSembly in the call-chain has the demanded peoniss
expanded. For example, if the machine ponc}granted to it, not just the |mm_ed|ate cal_ler. _Ij/aJi the
defined at machine.config, indicates that af@llers fail this test, a security exception is ereed
assembly loaded from www.myhome.com will no@nd the requested operation is not performete
have access to files on the local hard drive; ter u developers here programmatically express security
policy cannot grant this permission. Evidence basé@nstraints within the code. There are o styles f
security provides an additional level of securiy t 40ing this declarative and imperative. The dechaegt
that provided by the operating system. Most O§tyle uses custom attribute syntax. A declaratepiest
security is based on the identity of the currerrus iS Static, and appears before the declaration of an
When logged in as an administrator, all progran@Ssembly, class or method. An imperative request is
executed have permission to do anything that &ynamic, and is included inside a method.
administrator can do. Evidence based securityn€se sets of permissions obtained by a module are
allows for discrimination between various programinportant, as the .NET framework libraries use tftem

without having to log out and log back in to chang€€términe whether or not to allow certain operation
security levels. For example, in the Connect method of
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System.Net.Sockets.Socket, the permissiotonfidentiality of the system, and then considéedent
NetworkAccess from the class techniques whereby untrusted code might abusestfust
System.Net.SocketPermission is demandediodules.
Evaluating this permission demand results in a
stack walk. A. Modification-Destruction and Leaking of Data

Consider two diffent code paths to Particular attention must be given to code that is
Socket.Connect as shown in Figure 2. Although iallowed to access the local hard drive. Even ifdbde

both cases, the method which calls is prevented from modifying the operating system or
Assembly X Assembly X applications on the machine, it still can end up
Permissions: Permissions: compromising the entire machine. Here's one
Request:FullTrust Request:FullTrust possibility. Suppose the malicious module GameMedul
is able to discover that XDocReader is installection
h 4 v machine. It could then modify a XDocReader document
Assembly Y Assembly Y to cause XDocReader to have a buffer overflow #d n
Permissions: Permissions: time that document is loaded. The buffer overflow
E”e;gelatr']g;fﬁ;t&”' Egg;‘;?bnﬁégfﬁctgg’ would then have whatever permissions XDocReader
Refuse: FilelO Write Refuse: had, and could wreck further havoc from there.
(“c:\Program Files’ Socket.Conne Microsoft provided IsolatedStorage [8] in the .NET
framework. This provides an isolated file where an
v v assembly can cache data, with a disk quota.
Assembly Z Assembly Z Unfortunately, this is not particularly useful fstoring
Permissions: Permissions: user data, as it is hard for the user to back igdéta,
Request:FullTrust Request:FullTrust or distribute it to other users, but it is a secway to
allow an assembly to store users settings between

If the untrusted code has the ability to use thevork,
System.Net.Sockets. . . .
Socket.Connect it can create a channel for sending data to anidsuts
party. This is true even if the code is only abte t
download web pages, as the URL requests can
themselves be used for transmitting data, simply by

Figure 2: Two different call stacksto including the data as extra parameters, e.g.
Socket.Connect http://www.myhome.com/index.html#outgoing_data[9].

Socket.Connect is in a fully trusted moduleyonl The ability for untrusted code to read system
the call on the right will succeed (and then orly ienvironment variables or the file system shouldenédoe
the host is not www.ipu.ac.in). This is because gombined with the ability to access the networkefev
demanded permission is only granted if all of théhough the data from system environment variablag m
stack frames above it have the required permissioff€m harmless, it can be used by an attacker to
This stack walk can be stopped by using a Securiggtermine what software is installed on a machimg a
assertion. If Assembly Z asserts the permission f€ck for additional vulnerabilities [9].
connect to the socket, then the stack walk wilpsto _
at the assertion and the call will succeed. ThatpoiB- Luring Attacks _
of an assertion is to perform a trusted operation o A luring attack involves an untrusted module getan
behalf of an untrusted caller, and should be usd@sted module to perform a secure operation on its
only sparingly. Assertions are only effective ieth behalf. Using the left call stack in Figure 2 as an
asserting method actually has the assertéxample, a luring attack would occur if Assembly Y

permission. could get Assembly Z to connect to the internetiten
behalf. The stack walk is designed to prevent trin
V. POSSIBLE THREATSAND ATTACKS attacks; however, there are ways that this can be

Now let us turn our attention to what adversgubverted. For example, if Assembly Z makes an
outcomes could result from running untrusted cod@correct security assertion, then it might perform
and how this code might attempt to subvert th@perations for Y which Y could not do by itself.s@l, if
security framework provided by .NET. Here let ug contains public attributes, Y may be able to
ignore the possibility that the untrusted code mighnaliciously change these. For example, if Z stahes
engage in a denial of service attack by simplpame of a web site to connect to in a public aitebY
consuming CPU resources. We first consider hofight simply change this to a malicious proxy, tires
untrusted code might compromise the integrity on information leak. Similarly, if Z maintains a
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directory or filename in a public attribute, Y may PerformSecurityAction(); // perform some file
be able to change this method so that the more 10 action
trusted module Z will write over critical system }
files. finally
C. Attacks Originationg From Serialization f?evertSecurityAction();
If untrusted code is allowed to do serialization }
and deserialization, this can create security catch {...}

problems. First, the untrusted code may gain access

to private data by reading it from the serialized This attack is somewhat counterintuitive, as you
representation (which it would be unable to devould expect that the frames of the trusted module
directly because of the access restrictions orafgiv would be removed before any exception handling code
attributes). Further, this may also allow therom the caller occurs. Unfortunately, however, the
untrusted code to create trusted objects with idval. NET  Framework does exception handling in a two-
attributes. For example, if a trusted object has gyass process. First, all of the exception filters a
integer attribute that is always between 0 and 25Bvaluated. Then, frames are removed and the
the untrusted code might create data to beppropriate exception handlers are called. Sinee th
deserialized that has a value of 1000 for thigdfiel exception filters are called before the stack frarase

If the deserialization routine in the trusted codeemoved, the exception filter can run with elevated
does not verify the data, this could lead trivilege.

undesired effects. To protect against this atttek,

.NET framework requires assemblies to be givew. USING COMMANDSOR TOOLSFOR

serialization permission to perform serialization o0SECURITY

deserialization. This permission must not be given We here have a scenario wherein application

to untrusted modules. developers wishes to reuse a .NET module downloaded
from somewhere in the internet, in their applicatiand
D. Exception Handling Attacks then distribute that application to end users. @uifh

Mismanaged exception handlers can alsthe .NET Configuration Manager [7] could be used to
introduce potential security holes. For exampleestrict the permissions of this downloaded module,
consider the following code from a trusted moduleithese permissions are both difficult to manage, and

extremely difficult to redistribute. Also, as thadeuser

try is likely to install an application containing a
{ redistributed dynamically linked library (DLL) tche
DoSecurityAction(); // perform some file  |ocal hard drive, this will mean that the assensbiigll,
10 by default, be given full trust. Through the custtmuls

or from command line options we need to rewrite the
catch {...} code adding declarative security and rewriting tuytde
finally to ensure that an untrusted module can be safely
{ redistributed. To rewrite the code we have to use
RevertSecurityActivity(); Microsoft's ILDASM dissembler to get a disassembled
} text file. Then we need to parse this file and wea

second assembly text file containing the modifmadi
If the untrusted code can get the trusted motiule Finally the modified assembly is reassembled using
throw an exception (perhaps by passing it bad data)icrosoft's ILASM assembler.
then an exception filter from the untrusted module The |uring and exception attacks described ictiGe
could run before the security action had beeg exist because the untrusted DLL may call methods,
reverted. It is necessary to wrap the try blockwitaccess properties, or extend classes from the main
the security action in a second to prevent agpplication. While it is possible to restrict ursted

untrusted DLL calls, accesses and class extensions using
exception filter from running with additional application domains, this requires complicated wgdi
privilege, as: Instead, we simply rewrite the assembly, replacing
every reference to an assembly that is not exllicit
try listed with a throw of a SecurityException.
{ We allow references to the .NET framework
try assemblies but references to other assemblies aire n

{
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disallowed. The header of the .NET assembly listsrotecting their machines or networks from untrdste
all of these external references as code, not on allowing developers to include ung&dst
follows: modules in new software projects they are working o
Presently we are using command line option to ereat
.assembly extern System.Windows.Formsand enforce security policies for the untrusted
{ components. In future an advanced tool could be
publickeytoken=(B7 7A 5C 56 19 34 EO developed which would allows developers to rewrite

89) .NET assemblies so that they can be redistributiédl w
.ver 1:0:5000:0 security guarantees that are enforced by the .NET
} framework. This tool should have a very simple

interface and should be sufficiently flexible toeate

By parsing the header allows the user to quickigny possible security policy. The tool should s$we
see what assemblies the module is trying tthe ability to choose simple security policies thlabuld
reference, and also which references may requicever most cases. It should not require any adoette
careful consideration. There are two possibilitiesriginal source code of the assembly, and work only
for how the external references may appear in tivdith the intermediate language. As extended
code. The reference will be either in arfunctionalities it should create back the possiuerce
intermediate language instruction, such as callingpde in desired language. The tool should provide
an external method, or in the specification of aignificant opportunities for code reuse with gudead
class, specifying inheritance from an external slasecurity.
or interface. A disassembled call to an external
method is similar to the following: REFERENCES
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VI. CONCLUSIONS AND FUTURE WORK
.NET provides a significant security framework,
but, its focus is on individual administrators



